
 

 

 

 

 
Your library is a vital gateway to knowledge, providing a support system that facilitates 
independent learning. By moving to an MLS hosted solution you can now extend that gateway to 
your student’s homes with ease. The complexities of setting up and administrating a secure public 
facing website are all taken care of by MLS. 

 
You will not need to upgrade your server hardware or software, take back ups or spend time on 
any routine maintenance. That means your time is spent more effectively by running your library 
and supporting your students. 

 
 

What do you mean by hosted solution? 
 

A hosted system is available to you online via the Internet. It is installed on our dedicated secure 
platform. 

 
 

Why move to a hosted system? 
 

Many MLS customers choose to purchase MLS Hosting Services in which their MLS programs and 
data reside on the servers in our Enterprise Class Data Centre. With the purchase of Junior 
Librarian.net and Eclipse.net Hosted, customers automatically receive our hosting services. 

 
MLS Hosting Services eliminate the need to purchase and maintain costly hardware and software 

including Windows 2000, 2003 server and SQL Server 2000, 2005 or 2008 database software. In 

addition, our information systems experts continually optimise your software so it will run at peak 
performance and ensure the highest integrity of your data through industry standard backup 
procedures. 

 

 

The Benefits 
 
 
Cost Savings 
 

Significant savings can be made by moving to a hosted solution: 
  Hardware/Software - You will not need to buy a new server or server operating system. 
  Carbon Foot Print - You can even help reduce your schools carbon footprint as you will not be 
running the server on site. 
  Maintenance - No server maintenance overheads. 
  Backups - industry standard backup procedures take care of your data for you. 
  Upgrades - You will not have to upgrade your server in the future. 
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Time saving 
 

  You can focus on running your library and assisting your students to find the knowledge that 
promotes independent learning because: 
  You will not have to spend time with software updates or backing up your data, it is all taken 
care of for you. 
  You will not need to ask your IT team for assistance with maintenance. 
 
Convenience 

 

Making an existing Library system available on the Internet can be a time consuming task. It is also 
a serious task that requires planning and compliance with security policy. With MLS hosted systems 
there is no need to concern yourself about things like Security Certificates, Port Forwarding or 

setting up a DMZ, all your security needs are taken care of by MLS. MLS provide the same secure 

site that a bank would! 
  A library system that is available 24/7 via the Internet. 

  Students can access it safely and securely from home. 

  No need to upgrade the server hardware or software as it is hosted on MLS equipment. 
  You can access MLS support directly from your system. 

  A wealth of knowledge available to you via the MyMLS service portal. 

 A forum available where you can share best practices and stay in touch with the latest news 
about MLS systems and libraries in education. 
 Access to a fully searchable multimedia knowledgebase that includes step by step instructions for 
routine tasks and answers to your frequently asked questions. 
 You have access to the MLS Help Desk where a member of the team can take ownership of your 
request. You can track progress of your request online and stay in touch with progress. 
 There should not be any down time as all the maintenance and upgrades are done out of hours. 
 MLS practices industry standard backup procedures. All customer data is backed up 
frequently at both on and off-site locations. 
 

iMLS Smart Phone/Tablet application 

 
The iMLS App allows staff, pupils and parents to access the school library from most Apple, Android, 
Blackberry and Windows mobile and tablet devices.  
  Schools using Eclipse.net or Junior Librarian.net can now ensure the library and its resources are 
accessible anywhere, anytime and available to your whole school community. The app is a fantastic 
way to encourage parental engagement with reading. 
  Display the latest news from the library and showcase information such as the ‘Top Ten’, ‘New 
Arrivals’ ‘Latest Returns’ and ‘Book of the Week’.  
 Using the ‘Who Next’ feature, the app will automatically recommend new books based on your 
past loans.  
 Students can write reviews on books, websites and other resource and books can also be 
reserved and renewed using the App.  

  Search the library catalogue using the iMLS quick search to find books and websites to help 
with homework or general research or for the latest book by your favourite author. 
  Parents can track borrowing patterns for children with access to current and past loans 
information.  
  Using the ‘ISBN Search’ feature you can also check whether your school library has a copy of 
a book before buying it online or in a book store. 



 

 
 

Security - How secure is the data stored on my hosted website from MLS? 
 
 

You can rest assured that MLS has taken numerous precautions to minimise any potential 
external and internal threats to the security of your data.  Key aspects of MLS’s security 
measures to guard against potential external threats: 
 
24–hour monitoring - All hosted servers are located in a 24/7 manned facility and are monitored 
24 hours a day, seven days each week, using various physical and automated methods and any 
suspicious activity is investigated and handled on a case-by-case basis. 

 
SSL connection using 128-bit encryption is required - When you type in https:// followed by the 
specific URL address to access your hosted site, you are using a secure sockets layer (SSL) protocol 
for all communications over the Internet. SSL is a cryptographic protocol that provides secure 
communication across the Internet, preventing eavesdropping and tampering and also 
guaranteeing that your data is only being communicated between two authenticated parties, you 
and MLS. We are using the same SSL communications that are widely trusted by leading financial 
institutions for electronic commerce and online asset management. By default, each of our client 
applications also connect, using SSL. Encrypting the data with 128-bit encryption ensures that the 
Internet traffic cannot be intercepted and read using any type of modern sniffing or filtering 
software. 
Note: SSL is enabled for all hosted websites. To guarantee SSL communications, be sure that 
any workstation shortcuts, bookmarked or favourites’ links to your hosted website begin with 
the https:// protocol. 
 
All web servers are placed within our DMZ- A demilitarised zone (DMZ) is a sub-network or neutral 
zone that is located between the databases servers and the Internet, which prohibits a direct 
connection from the Internet to the servers, where your data resides. Web servers within the DMZ 
can serve up Junior Librarian.net and Eclipse.net web pages to the Internet but since their access to 
the internal network is restricted, if an intruder were to gain control of the web server, they would 
not gain access to our database server. 

 
Multiple firewalls protect the database servers residing on our internal network- The database 
servers are located behind multiple firewalls. They are configured to allow only ports absolutely 
necessary for data to travel to your SQL Server database to be open to the web servers within our 
DMZ. All communications attempting to enter the internal network are also screened for 
improper content prior to being routed to your database, which further protects the integrity of 
your data. 
 
Protection against computer viruses and software bugs- All hosted servers have antivirus software 
installed, full system scans run on a regular schedule and virus definitions are frequently updated. 
The operating systems of each of our hosted servers are regularly patched with the most recent 
service packs and critical updates released by Microsoft to prevent damage from any potential 
software bugs that may interfere with optimal functionality or create potential security loopholes. 

 

 
 

 



 

 
Strict enforcement of unknown password request policy- Junior Librarian.net and Eclipse.net user 
passwords are never to be provided over the telephone. We require that any requests for passwords 
are e-mailed from a valid district or school domain e-mail account, depending on the level of the 

user request. This also applies to any backdoor passwords or utilities that may be necessary to reset 
the district administrator’s user account. 
 

Key aspects of MLS’s security measures to guard against potential internal threats: 
 
Separate and independent operation of application and database servers- Although we install 
hosted application software from several different customers on one server, each customer’s 
applications are installed in separate directories and separate databases, all operating 
independently from one another. 
 
Safeguards against loss of power or Internet connection- A dedicated backup generator provides 
uninterrupted power to our servers to protect against data loss due to power outages. Our high-
capacity network, operating on redundant Internet connections, allows for an immediate backup 
connection to the Internet should the primary connection go down. Our backup connection has a 
level of connectivity that is equivalent to that of our primary connection and the circuits for both 

run along different paths so if our primary line goes down, Internet connectivity will continue to run 

at peak performance. 
 
Extensive security systems to guard against internal tampering or negligence- Proximity card 
access and a motion-based detection system is in place so that only specific, trained personnel 
have any access to the data centre. Our policies and procedures concerning the Data Centre 
guarantee the integrity and privacy of your data. In addition, we do not disclose any student or 
teacher information from customer databases to any third party without prior written consent. 
Our data centre is ISO 9001 and ISO 27001 compliant. 
 
Fire and water protection- A waterless (FM200) fire protection system and an early warning water 
detection system are both utilized within our Enterprise Class Data Centre to prevent any damage 
to the servers that store your data in the case of an unforeseen calamity. 

 
SureCloud Security testing- 3rd Party Application Security Testing – The main application is tested 
by a third party where security professionals attempt to break into the application. A Server 
Security Testing Report is provided each month after scans are performed on all live servers to 
check they are secure. 
 
Data Backup- In addition to these security precautions, MLS also practices industry standard 
backup procedures. All customer data is backed up frequently at both on and off-site locations. 

 
 


